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Abstract
The Big Data concept provides a new way to understand and change the world, thus
greatly changing people's way of thinking and way of living. With the rapid development
of Internet and technology, people are interacting with the world and sharing themselves
in everyday life, during which massive personal information is revealed willingly or
unwillingly. From Internet of Things (IoT) to Internet of Everything (IoE), from 4G to 5G,
unimaginable amount of data will be produced in coming decades. How to ensure the
security of our personal data has arisen the concern of government and big enterprises.
This paper is an overall analysis of the challenges we faced on personal data protection
during the era of big data, which also provides relative solutions depending on different
contexts of personal data.
Keywords: big data, personal data, privacy, security, challenge, data context.

Introduction
At Today, due to the development of social technology and Internet, the amount of data is growing
explosively. Report from Internet Data Corporation (IDC) noted that, in 2011 the world's total information
amount was 1.8ZB, in five years, this figure has reached 25ZB in 2016, and it is expected that, till 2020, the
global amount of data will be more than 40ZB, which is 22 times that of 2011 (Frank et al. 2016). Extract
valuable information from the vast semi-structured or non-structured data, become the main purpose of
data collection. The value of data is no longer simply derived from basic use, but from the potential reuse
of data. Therefore, data has become the valuable property, essential investment and cornerstone of new
business model.
However, in the vast amounts of data, most of which contain personal information, that is personal data.
For example, Amazon has users’ shopping data, Facebook is able to know our contacts and friends, Google
and Yandex can see what we are searching. Many companies and organizations, driven by the huge value of
the data, collect, process, use and distribute personal data unlimitedly. Moreover, some large enterprises
share users’ data between enterprises or to the third parties. And most of the time, user even don’t realize
it when their personal data are already leaked by themselves or others. Therefore, protecting users’ personal
data in big data time has become an urgent task brook no delay.
Fortunately, this problem has attracted the attention of researchers all over the world. In recent years, the
study of personal data protection in the era of big data has already broken the ice. Based on a large collection
of related research, this paper provides a systematic study of existing problems in the protection of personal
data currently and their causes, putting forward, countermeasures and suggestions of personal data
protection based on the context in the era of big data. According to the context of personal data, it can be
roughly divided into four types, which are personal private data, personal identity data, personal usage data
and personal public data. There is no doubt that these types of data will face the risk of being compromised
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in storage, processing, and transmission or any other phases. But the one-size-for-all strategy is not always
effective and cost-effective.
In the end, it should be noted that big data has indeed introduced several security issues and challenges,
but also brings new opportunities for development and researches in the field of information security.

Big Data’s challenges to personal data protection
In 19th century, the birth of camera technology breeds the concept of portrait right. Similarly, continuous
development of electronic technology leads to people’s awareness of personal information protection. The
progress of science and technology has expanded people's living space, and has given us greater freedom of
behavior. Cloud computing allows personal information being stored far away from our phone, laptop or
any other personal terminals, which makes it convenient for user to access information from anywhere in
any device. While on the contrary, user’s ability to control that information has been reduced greatly. What’s
more, the mobile internet is gathering information ubiquitously, especially highly personalized
information, such as contacts, photos and emails. However, if the popularization of cloud computing and
mobile internet are just intensifying the difficulty of information protection in quantity level, then the
emergence of big data is now breaking the basis of personal information protection system from the
qualitative level, which cannot be underestimated. For example, nowadays profiling technologies are used
everywhere to find hidden patterns and correlations of public. Moreover, it enables re-identification on
non-personal data, which makes anonymization strategy less effective, thereby challenges the fundamental
principle of data protection. This part we will discuss core applications of big data technology and the
impacts they have on personal data protection.

Cloud Computing
Cloud computing, also referred as “the cloud”, is a delivery of on-demand computing services, such as
server, storage, networking, software and more. Cloud computing changes the way in which data and
information are managed. Datasets are no longer exist within in-house hardware, which helps to eliminate
the capital expenses of infrastructure. End-users can access their data and information anywhere in any
devices with Internet. When moving mainstream physical applications to the cloud, the remote and
intangible management, however, make people feel uncertain and unsafe towards their personal data which
are kept far beyond control.
Massive amount of data are upload by users and stored in cloud servers distributed in different locations.
Basically, Cloud computing is based on the idea of traditional distributed computing. Data in the cloud are
connected to form a shared virtual resource pool in large scale. The access and exchange of data can be done
through the cloud, which reflects the principle that network is the new computer. However, the cloud has a
strong dependence on the Internet under the universal scale and complex computing condition, it is
inevitable that the technical loopholes would appear. What is more, the threat would increase with more
user getting involved in data storage, access and exchange on cloud, with the hierarchy and expandability
of cloud system becoming more obvious. Although, compute isomorphism, redundancy backup, disaster
recovery and other technologies can help to improve the system reliability, while the already happened
accidents such as Amazon S3 outage, Google App suspended, Azure being out-of-service, make people
believe that the technology we have now is unable to make absolute guarantee of our personal data.
Another challenge of cloud computing is about the complexity of risk assessment. Cloud computing is in a
multi-domain environment, which means each domain can deploy different consent and privacy
requirements, as well as different interfaces, mechanisms, etc. Gartner says, the cloud has “unique
attributes that require risk assessment in areas such as data integrity, recovery, and privacy, and an
evaluation of legal issues in areas such as e-discovery, regulatory compliance, and auditing (Heiser, Nicolett
2008)”. The ISO 27018, standard of data processors’ practice on personal identifiable information in public
clouds, it establishes a set of international uniform standards which cloud providers should comply with to
satisfy the privacy concerns of their customers. However, we still don’t have perfect methods and unified
standard on risk assessment. Usually speaking, the most practical way to assess the risks associated with
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using a service in the cloud is to get a third party to do it, which means your personal data can actually be
revealed to another unknown risk assessment company. In addition, cloud provider may even outsource or
sub-contract part or majority of services to third-parties, which may not provide the same guarantees as
promised by the cloud provider. Or, the control of the cloud provider changes, so the terms and conditions
of their services may also change. It is difficult to come up with a standard to assess risks of all cloud
providers.
The third problem is the lack of transparency and governance of data operations on the cloud. Since data is
processed out of reach, users are less immediately aware of data leakage, and they don’t have direct capacity
to control the risk. As we already mentioned, users’ data could be outsourced by the cloud provider itself or
other competitive enterprises which are clients of the same cloud provider. To people who are not data
scientists or IT experts, they hardly have a clue about what is going on with their data, what is the SLA, or
who else has the authority to manage their data besides themselves, therefore leaving a gap in security
defense. Thus, there is a lack of transparency for users on when, where, how and why of data operations
over the cloud. Governance on the cloud also concerns, from both national government departments and
international bodies. Security insurance and technology are the main parts of governance, but not the only
issue which should be taken into consideration. Governance also involves elements like laws, supervise
procedures, service level and portability. The International Telecommunication Union(ITU) is currently
working on establishing more extensive Internet governance. According to expert from University of
IIIinois, Chicago, cloud computing represents the concentration of information and computing resources,
which can easily be controlled by businesses and government (Ciciora P., 2011). It is not difficult to take
over the concentrated data, as long as the enterprises actually have these data or the data are under the
jurisdiction of government. However, the control taken by enterprises and government would be both
positive and negative, depending on whether they are respecting users’ privacy. To establish a safe Internet
environment, many achievements have been made through proposed laws on internet governance, such as
PIPA(PROTECT IP Act), CISPA(Cyber Intelligence Sharing and Protection Act) and so on, while the shared
and distributed cloud make things more complex.

Internet of Things
IoT indicates the huge internet connected by various information sensors such as global positioning
systems, infrared sensors, laser scanners and other devices, to make all the items connect with network for
easy identification and manage. Today, industries in wearable devices, smart home, smart vehicles, smart
transportation, smart medical are merging in a large numbers. The advent of IoT has no doubt brings
unexpected convenience to people’s life. At the same time, it is difficult to avoid that, with the emergence of
new technologies, security issues have also gradually risen to surface. The Federal Trade Commission of
United States issued a report, pointing out the hidden dangers of IoT devices. The report indicated that,
with the popularity of the Internet of things and consumer device with no systematic regulation, it may
cause huge impact on consumer privacy(Federal Trade Commission, 2015). Given that current vehicles,
home appliances are gradually becoming intelligent and interconnected, risk of hack attack will further
exacerbate, which means our personal data will be more easily leaked. For example, in 2016, one month
after the virus Mirai was released, hackers used webcam and electronic recording equipment to launch a
DDoS attack test, which made Twitter, Paypal, Netflix, Airbnb, Github, New York Times and other wellknown sites break down. From security perspective, the vast majority of Internet of things devices are
almost streaking without protection, these examples are the best embodiment of the lack of Internet
Security devices.
However, the manipulation of devices is only one aspect of hacker attack, the users’ personal information
collected by these devices are stolen, is a greater security risk. Now the network has been filled with a variety
of camera without safeguards, including the baby monitor, bank office monitor, even information about
camera manufacturers are exposed on the network. The so-called monitor cameras, are possible to make
people selves become the target of being monitored. In addition, smart thermostats and other home
applications which would collect address location data, are also vulnerable to attack. Because many
intelligent hardware store and forward users personal data in plain text, without encryption. Among them,
the most famous is Google's Nest thermostat. User's zip codes are received and transmitted proclaimed,
which is absolutely dangerous. Recently, Samsung smart TV with voice function, has also been found to
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collect users’ information, and may be transferred to the third party. In addition to home application and
intelligence devices, wearable devices are also worrying. Symantec's security team has released a report that
the common sports monitoring devices basically have security risks in personal data protection. On the one
hand, these monitoring equipments usually require users register accounts, entering personal information
such as the height, weight, e-mail. On the other hand, they collect data about exercise intensity, heart rate,
and sleep, which are very easy to use for digital advertising or other improper use (Mario et al. 2014).
Things are even worse in medical industry. MedJack, or Medical Device Hijack, refers to medical equipment
attacks. Hackers implant malwares into medical devices and spread through the network, to steal personal
medical data or track the prescription drugs, so that hackers sell the data for benefit, and even control the
network of medical equipment. According to Zingbox data, in the past three years, the medical industry has
been hacked even more than financial industry, and among these attacks, more and more are concentrated
on medical devices(ZingBox, 2016).
Good news is that, some developed countries have started to focus on the safety of medical equipment. On
November 8, 2016, the U.S. Food and Drug Administration (FDA) announced a 50 pages document about
medical equipment manufacturers how to maintain network safety. It is recommended that manufacturers
could be able to monitor their medical devices and software vulnerabilities and patch them at any time(U.S.
Food & Drug Administration, 2016). In reality, however, both hardware and supporting apps, networks are
protected by few security measures. Although anti-virus software can maintain network security to a certain
extent, there is very few software that can prevent and protect users’ personal information collected by
smart devices from being stolen.

Web Tracking
Web tracking is not a new story, while in big data era, it is acted a series of activities (and abilities) of a
website to monitor, detect and analyze website visitors’ behavior on their data when suing World Wide Web
for business interests. There is no doubt that service providers in any industry need to know clearly about
the attitudes of their customer. For traditional industries, sales volume is the most direct indicator. But for
industries related to Internet, the indicator is not directly obvious. Thus, by collecting users’ data and
behavior, service providers can process this information to provide visitors with content that relates to their
implied preferences, either during a visit or in the future, to attract more users. This is why web tracking
become more popular as the new industries are emerging and prospering. The typical method of web
tracking is to use cookie from the websites you are visiting, or from the third party. This whole amount of
data can be used to detect the different interests, political opinions or even diseases of every individual user.
Let see some of these circumstances, when you are searching Christmas gift in online shopping site for your
little brother; ordering tickets or reserving hotel online; searching a shop using Google Map – all these
activities are leaving your footprints on the internet which can be easily recorded by Web tracking tools.
Google Analytics is the market-leading Web-tracking service. This service records users’ personal data
without special consent and users often cannot aware of it. Target advertising is only one possible
application for consumer data, they can also be used in various business and services such as search engines,
cloud and hosting services, E-Mail and web services, or content providers.
For example, Google bypass the cookies settings in browser Safari to track the user's browsing behavior,
makes online privacy issues once again become the focus of attention. Google is apparently the first to
blame, they have the privacy protect policy in the Safari setting ignored. But Apple also has its responsibility.
It is clear that their Safari browser has security problems, leading to Google drilled this loophole. So why
does Google collect privacy information about our browsing behavior? Where would it be used? As everyone
knows, Google is the world's largest online ad publisher, like other advertisers, they would not just collect
user information purely for no reason. All in all, analysis of these collected data allows advertisements being
delivered more precisely and cost effectively. More than 10 years ago, the Internet advertisers started to
collect user information, in order to deliver information that satisfies users’ needs. Now advertisers have
been able to integrate a large number of user data and make the best assumption and decision. A wellknown example is that Gmail will display the most relevant advertising based on the contents of the users’
mailbox, with the help of automatic algorithm. Now such advertising has been everywhere.
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If the advertising targeting cannot raise the concern, then the web tracking of social networks would be
more than enough. In social network, first of all, you are willing to tell your name, school, home address,
working place and so on when registering the account. Then, in order to prevent hacking, you tell it your
mobile number to bind the account. After that, to keep in touch with your friends, you also allow it to access
your contact list, in which more people’s information will be involved. Usually all of these happen in several
minutes. Not only yourself, but also your acquaintances, are in danger of personal data leakage. The crux
of this matter is that, you share these data actively and have these data disclosed unconsciously. Web
tracking technology is widely and frequently used in Social networks. Let’s take one example. In Facebook
and Twitter, people can click “Like” or “Tweet” button to share the tweets. In fact, this function enables
Facebook and Twitter get access to the link of your content and make record of your behavior on the basis
of the content you shared. How does this happen? Because there are specific social widgets in the web page
you visit. Revealed by a Wall Street Journal research: even if the user does not click on these widget buttons,
these buttons will also notify Facebook and Twitter about your visiting (Efrati, 2011). Social widget was
designed to make it easier for users to share content and help attract visitors. While now it might be a
powerful way to track web users by connecting users' browsing habits to their social network data, which
often contain their personal information. As long as user has logged in Facebook or Twitter once in the past
month, he or she would still be tracked even after logging out the Facebook or Twitter account. In 2015, the
Belgian Privacy Council reported that Facebook was still monitoring their web browsing habits, even if it is
explicitly prohibited by Europe. Researchers said that Facebook would track those who have logged out of
the site, and those who do not even have a Facebook account. They claimed that, despite Facebook explained
these data were only for advertising analysis, and all the data would be anonymized and deleted 90 days
after being collected, it is true that Facebook was ignoring users’ data privacy, and violating the relevant
provisions of the European Law.
Even though the “Do Not Track” function has been proposed and applied in many browsers, as long as
people take the initiative to visit Internet and share themselves, privacy issues would still worrying.

New features of personal data protection in big data time
By comparing the differences in technology, regulation, and governance of personal data protection
between previous time and big data era, more emphasis has been put on following aspects.
Now, the protection of data acquisition, storage, use and other aspects are focused on information security,
with the continuous development of the application of big data, all countries are improving technology
innovation, increasing investment, in order to protect personal information technology security.
With the gradual popularization and wide application of GPS, surveillance cameras, all kinds of sensors,
the image should be stored and transmitted in a large amount. In order to effectively protect the personal
information, it is necessary to increase the decryption technology between the server and the sensor, so that
the data in the transmission and storage process will not be cracked and then leads to leakage. To solve this
problem, the NEC encryption with “TWINE” technology can better protect the security of personal
information. In the current countries and all walks of life, people are constantly developing new
technologies to encourage technological innovation, in order to achieve more scientific means to protect the
security of personal data.

Integrity legal system
At present, the governments all over the world take legal measures as the most effective measures to protect
personal information. Countries have their own situation with regards to the legislation of personal data
protection. Europe and the United States are keeping ahead in legislation of personal data protection.
Early in 1995, Europe formulated the Directive 95/46/EC, which is regarded as the basic and standard
legislation of persona data protection in European countries. However, with the rapid development brought
by big data, the main principles of the directive and the application of the system become very uncertain,
therefore led to larger differences among EU Members upon understanding and implementation of the
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personal data protection instructions. To solve this problem, the EU Commission issued the General Data
Protection Regulation(GDPR) as a comprehensive revision. GDPR will take effect in 2018 and become the
core framework of EU data protection law. U.S. legislation base on the right of privacy. The protection of
information scattered in different legal and judicial cases as a decentralized legislation. Besides, the United
States attaches great importance to industry self-regulation, to encourage companies to participate in
information protection.
In the era of big data, legal system of personal data protection is gradually improving, and becoming more
mature and effective.

All-round Governance
In addition to government regulation, at present, countries (regions) are inclined to a more comprehensive
governance, that is, the government, industry, individual integration of an overall social governance.
In China, the first personal information protection alliance, namely, “Personal Information Protection
Alliance”, and the third party authoritative information release platform - "China's Personal Information
Protection Network" has been put into operation. US-EU Safe Harbor Scheme is another good practice
which gives full play to the advantages of industry self-regulation, making up for the inadequacies of the
legislation to a large extent.

Classification of Personal Data Based on Context
In big data era, the importance of protecting the user's personal data is an understood thing, while excessive
protection will inhibit network innovation, reducing the overall benefits of Internet users. Therefore,
classified protection is a good attempt to avoid the imbalance caused by one size fits all policy, helping to
realize the development of the Internet and the balance of personal rights.
According to the context, personal data can be divided into private data, identity data, usage data and public
data. Private data refers to data that are not made available to the general public, such as passwords or
financial account details. Identity data can be used, individually or in combination, to identify a particular
user. It mainly includes basic personal information such as name, age, address, ID number, which can
identify people defectively. Also, it includes users’ Contacts and other Virtual identity information that can
help to identify someone indirectivity. Usage data is about the information involved when people are using
Internet service. The main contents include user consumption information, service ordering history,
terminal information, access information (such as IP address), location and network behavior records (such
as online shopping records and search history). Public data, is part of personal data or information that
everyone can see. Some of these are shared by people themselves, such as the personal information file they
upload in social networks, or simply a shared post. As a result, not only social network users, but people
using other media (such as newspapers, television and other media broadcast on the Internet and other
sites) can also get these data if they want. Or, those data and information that disclosed by other parties
with users’ own consents, especially when they are applying for software service, telecommunication service
and so on (Pearson 2009).
After classification, in accordance with the value and security risk of personal data in various content, we
can vary the degrees of protection, to claim different service requirements towards service providers. Four
factors shall be considered when differentiation the level of protection:
•
•
•
•

Whether these data can be directly identified to the specific user.
How much are these data tied to users life.
Whether other related personal data can be obtained from these data.
Security Risk of these data.

Taking into account these 4 elements, the protection level from high to low, respectively, privacy data,
identity data, usage data, and public data.
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Protection of Personal Private Data
Users’ personal private data refers to those data which are sensitive to their own and do not want to be
known to others. The scope of private data protection is difficult to determine, not only because the concept
of private is changing with the development of technology, but also because of the various characteristics
and background of different people. To private data, the most important principle is to keep it in secret.
Data encryption technology has a long history, but it is still a reliable method for computer systems to
protect sensitive data in the era of big data. The role of data encryption is to prevent intruders from stealing
or tampering with important data. With the help of data encryption, users’ private data, which are recorded
within Internet, will be processed together with the encryption key, therefore make the original data into
complex encrypted cipher text. Anyone who wants to interpret the original data, should use the key and
inverse algorithm to decrypt it into readable text. In usual, data encryption can be divided into Symmetrickey algorithm and asymmetric encryption algorithm:
1) Symmetric-key algorithm uses the same key to encrypt and decrypt data, mainly to ensure the
confidentiality of data. The most representative algorithm is the DES(Data Encryption Standard) algorithm
proposed by IBM. On the basis of DES, researchers have proposed many improved algorithms such as Triple
DES, Random DES, Blowfish and so on. Later, the National Institute of Standards and Technology issued
an advanced encryption standard, to replace the DES as one of the most popular algorithms of Symmetrickey algorithm. In the symmetric -key algorithm, only one key is used in both encryption and decryption.
Therefore, the computation cost is small, and the encryption speed is quite fast. While, the drawback is that,
it is not suitable for distributed network system.
2) Asymmetric encryption algorithm, also called public-key cryptography algorithm. Its encryption is
independent, using two different keys. It is mainly used in the field of identity authentication, digital
signature and so on. The most famous ones are RSA and DSA. The advantage of asymmetric encryption
algorithm is that it can adapt to the requirements of the open network, but the algorithm is too complex to
increase the speed.
To take the advantages of both algorithm, SSH, SSL and some other applications combined the algorithms
to better achieve efficiency and security. Taking the ATMI application of Oracle for example:

Figure 1. Combination of symmetric-key and asymmetric encryption algorithm in Oracle ATMI
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The sender generates a random symmetric key to encrypts the clear data into a digital envelope. Then the
public key is used to package the random symmetric key into the digital envelope. Then the recipient will
get the envelope with two parts, one is the encrypted data, and another is the encrypted key. They need to
decrypt the symmetric key with their own private key, then interpret the data using symmetric key (Oracle).
Another approach to data encryption is to use Hash function. The input string of arbitrary length will be
changed into a fixed length output string, and the key is not needed. The whole process is unidirectional
and irreversible. The problem of key storage and key distribution is not involved here, which is more
convenient for users.

Protection of Personal Identity Data
In most cases, people’s identity data are collected by government and enterprises. The government and the
enterprise can analyze the collected data, so as to improve the service or make the decision. Driven by this
interest, they need to share or publish some user identity data. This leads to the contradiction between user
data protection and data utility. In the traditional database, data will be released only when there is a need
for the data, but in Web, the data will be sent to the authorized subject even without the need.
Early in 2000, research group of IBM Almaden raised the concept of “Privacy-Preserving Data Mining”.
They said, the privacy-preserving data mining has two primary issue: 1) In order that the recipient of the
data does not harm the privacy of others, the sensitive information of the original data, such as the
identifier, name, address, etc., should be modified or removed from the original data; 2) Through the use
of data mining algorithms, the mining of sensitive information from the data should also be removed,
because these knowledge may be harmful to personal privacy as well (Agrawal, Srikant 2000). The main
purpose of PPDM is to modify the original data to a certain extent by using algorithm, so that the privacy of
data and privacy can be maintained after excavation. One of the main techniques is anonymity. The most
commonly used anonymous methods before are k-anonymity, l-diversity, t-closeness. In big data era, data
anonymity is far more complex. Different types of data shall be processed by various anonymity methods.
Text data are characterized by high dimensional, sparse, and therefore cannot be processed using standard
k-anonymity. To solve this problem, Aggarwal and Philip proposed a method to construct the text data
anonymity based on sketch. String data have different length according to different records, so it is very
difficult to construct the variable length attribute. They also proposed to anonymize string data by
compression(Aggarwal C C, Philip S Y., 2007).
Another concern is that, attackers can obtain data from a variety of sources, not just the same publisher.
Differential Privacy is used to limit the spiteful extraction. Differential privacy defines a very strict attack
model, and gives a rigid mathematical proof with quantitative representation of the risk of data leakage.
Even an attacker knows all the sensitive information except one specific record, it is still impossible to infer
any sensitive information about that record. It provides a more semantic guarantee, no matter what kind of
background knowledge and authority the attacker has, he or she is only able to draw limited conclusions
from the known data, so the risk of data leakage is small. Meanwhile, adding or deleting a record in a dataset
does not affect the output. Differential privacy is based on data distortion technology, inserting random
noise into the data with specific distribution, so as to achieve the purpose of data protection. However, the
amount of noise is not related to the size of the data set, but only related to the sensitivity of the whole
dataset. The widely used mechanisms of adding noise are Laplasse mechanism, random noise adding
mechanism, etc. Therefore, for large data sets, to add only a small amount of noise can lead to a high level
of privacy protection. In this way, the data can be used to the maximum extent, along with the minimum
leakage risk. Differential Privacy got considerable support in statistic database field at the beginning. With
the promotion and push of big data, now it has been widely applied to other fields, such as data mining,
machine learning, social network, economics, cryptography etc., becoming the main technology of personal
data protection in the era of big data.

Protection of Personal Usage Data
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Personal usage data, as important as personal identity data, are mainly governed by specific national
administration. However, usage data, sometimes, would also be revealed and collected by companies if
users unconditionally agree with the privacy consents. Once being collected, these data should be carefully
stored, because usage data which mainly related to users network information, terminal information, access
information, and location data, would help a tyrant to victimize if hackers get these usage data when
attacking network. Therefore, how to keep the database totally safe from risks, is a question worthy of
attention.
The database is not only faced with the threat of intruders, but also the threat of internal personnel,
including unauthorized data view, incorrect data modification, and data unavailability. Database security
can be divided into 4 levels: physical security, operating system security, DBMS security and database
encryption. The first three levels are not sufficient to ensure the confidentiality of the data, so it is necessary
to adopt a dual mechanism of data encryption and access control. Data Encryption ensures that personal
usage data is stored in ciphertext. Even if an attacker obtains protected data, it cannot be read and used.
For internal staff, access control ensures that different people or groups have different access rights. The
operation of all personnel must be recorded in the audit log, the log can be tracked to the specific behavior
of the operator.
The encryption of the data in the database enhances the security of the DBMS, but the encryption and
decryption operation also brings the cost of computation, so we should consider the actual demand: 1)
Encrypt sensitive data only; 2) During the query, only encrypt or decrypt the data of interest; 3) Encrypted
databases should not add too much space(Shmueli et al. 2010). Secondly, access control is one of the key
strategies for database protection. To ensure that the legitimate users can only carry out corresponding legal
operation on usage data, which include authentication, control and security audit. The security audit can
audit the user behavior, and records it into audit log as an important evidence for event tracking, all users
have no right to modify it. The object of database access control including database, relationship, tuple and
attributes, so access control level can be basically divided into coarse-grained (e.g., database or table) and
fine-grained (e.g., tuple or attributes). Common access control strategies include discretionary access
control, mandatory access control and role-based access control. Due to the flexible requirements of data
access nowadays, access control strategy should also be flexible settings, such as non-cascading permissions
recovery, period authority, authorization and content control strategy supported by view.

Protection of Personal Public Data
First of all, we need to correct one common misunderstanding: Users share personal data, or create a new
post online, does not mean these data become real “public”, which can be used and spread by anyone who
sees them. Protection of personal public data should also ring the alarm. On one hand, content management
strategies of SNS providers allow third parties to use users’ information for different purposes; On the other
hand, the shared link is also a problem. In other words, to infer the identity or behavior of a user,
unauthorized third party may integrate data from diverse social resources. Hence, the real risk is that, users
have already loosen control on the spread of their published data. To solve this, users shall have the right
to control data access authorization to friends, SNS providers, or other unauthorized party. The access
control needs to be fine-grained and each attribute can be managed separately. While the challenge is that,
users actually cannot authorize their SNS data, since SNS providers can access all users’ data with full
authority, including user profiles, contacts, etc., or to conduct potential data mining, or sold to third parties.
Meanwhile, users can only define coarse-grained access control instead of fine-grained access in SNS.
Many methods have been proposed on these problem. Singh and his colleagues presented the idea of
centralized designs, to trust SNS providers of users data, and allow them performing effective traffic
analysis to determine users’ privacy by learning from the users’ social behaviors. Through the combination
of traditional public-key encryption technology and attribute encryption, Persona provides flexible finegrained access control to ensure the confidentiality of public data (Singh et al. 2009). De Cristofaro and his
team published a paper to distinguish the data protection policy of Twitter from that of Facebook. They
said, Hummingbird is a modification of Twitter with privacy enhanced. It retains the key features of Twitter,
with two additional privacy elements: 1) followers private fine-grained authorization: a Twitter user
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encrypts a tweet, and choose who can access it; 2) the follower's privacy: they subscribe any hashtag without
any of their interest revealed to other entities (De Cristofaro et al. 2012).
During the study of distributed SNS, there is a great challenge to meet the security, privacy and quality of
service requirements at the same time. Another research related to Persona is DECENT. DECENT is an
architecture based on the decentralized SNS with access authorization and very fine-grained access control.
Meanwhile, it can verify the integrity of user based on the attribute tag, and solve the problem of storage
services through encryption technology, preventing the storage node or third party intervening users’ data
(Jahid et al. 2012). LotusNet is an SNS structure mode which on the basis of Distributed Hash Table (DHT).
It mainly used to solve problems on security, privacy and service measures in a distributed social network.
LotusNet is able to control private resources through fine-grained discretionary access control with
flexibility, therefore provides the possibility for users to adjust privacy settings (Aiello, Ruffo 2012).

Conclusion
Due to the dynamic characteristics of big data, approaches to personal data protection before are no longer
effective, we need to stand in the perspective of big data to make overall reconsideration. Therefore, to work
on more advanced technologies is still the direction of future research in coming years.
In personal data protection, not all the responsibilities are borne by the service provider, individuals should
also take the responsibility to protect their own data. Software developers should look for better ways to
help individuals manage their data: develop reusable personal privacy tools, services, or build privacy
sensitive interfaces to manage personal data. According to the P3P( platform for privacy preference)
standard proposed by W3C, web site's privacy policy should inform the visitor about the types of data that
could be collected, to whom these data will be provided, how long will these data be stored and the way of
data processing (Lorrie et al., 2006). User has the right to check the privacy report of website, and then
decide whether to accept cookie or whether to continue using this site. This concept is more suitable for the
development requirement of big data: users should have full control of their data. The decisions on personal
data protection provide service providers with a more clear classification of personal data and more explicit
implementation goals, helping enterprises to manage information and provide better service.
Normally, after people are aware of privacy issues in emerging technology, they start to conduct
corresponding researcher according to specific problem. This leads to the problem that, the research on
personal data protection has been always followed the new technology as a patch, wasting a lot of
manpower, material and financial resources. Therefore, we should consider the personal data protection in
advance, to integrate privacy protection technology and add it as a necessary demand when developing new
technology.
In general, research on personal data protection is still in the initial stage. Although the privacy issue is
extremely significant to user, many enterprises still unwilling to implement personal data protection driven
by market interests. According to this analysis of personal data protection, we hope that there will be a
complete and reasonable security solution to meet the needs of personal data protection. People themselves
also need to improve self-protection awareness of their personal information. Surely, in the era of big data,
as long as we use the Internet, hundred percent of personal data protection is not realistic. In addition,
users’ data are all over the Internet, to ensure that all enterprises issuing consistent information are also a
difficult thing. Hence, legislation and industry regulation shall be integrated into technical implementation
and enterprise behavior with synchronism, to obtain the maximum data usage and the minimum loss of
personal data. This is what we need to meet the cu0rrent demand, and solve the coming challenges.
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